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Opties voor DR binnen
virtuele infrastructuren

Alles over DR en DRaaS i Viktor van den Berg, VCDX #121
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Leuk kennis te maken! Wie bent u?
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When a disaster strikesé
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Geen DR

Hoe is uw Disaster Recovery geregeld?
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DR o.b.v. replicatie

DR o.b.v.
orchestration/replicatie

DR o0.b.v. DRaaS
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Hoe vaak test u uw DR oplossing?
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Hmmmmmm 1 keer per jaar Meerdere keren per jaar Wij hebben geen DR
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Opties voor on-premises DR

AvSphere Replication

AvSphere Metro Storage Cluster (vMSC)
ASite Recovery Manager

AVeeam Backup & Replication

AZerto Virtual Replication
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ABR versus VSR

ArrayBasedReplication vSphere Replicatiol‘.
/ A Storage replicatie \ / Hypervisor replicatie \
A Een management server kan nodig zijn Vereist extra virtual appliances

Afhankelijk van de storage Onafhankelijk van de storage

Per volume/LUN (VVOLSs!) Per virtual machine

0 <RPO < 24h 15min < RPO < 24h

Active/Standby - Active/Active - Stretched Active/Standby i Active/Active

Consistency groups (write order fidelity) Geen consistency groups (write order fidelity)

Afhankelijk van de vendor
Meerdere points in time (vendor dependent)

\ HA restart heeft geen volgen voor de sync / \
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Application consistent (Linux/Windows)

Meerdere points in time
HA restart vraagt om full resync
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Site Recovery Manager

/— Site Recovery Manager \

A vSphere add-on

A Uitgebreide orchestration opties op basis van recovery plans
A Test, planned migration en disaster recovery opties

A Kost extra geld en introduceert een extra afhankelijkheid

-

J

ArrayBasedReplication vSphere Replicatio|“.
/ A Storage replicatie \ / Hypervisor replicatie \

A Een management server kan nodig zijn

Vereist extra virtual appliances

Afhankelijk van de storage Onafhankelijk van de storage

Per volume/LUN (VVOLs!) Per virtual machine

0 < RPO < 24h 15min < RPO < 24h

Active/Standby - Active/Active - Stretched Active/Standby i Active/Active

Consistency groups (write order fidelity) Geen consistency groups (write order fidelity)

Afhankelijk van de vendor Application consistent (Linux/Windows)

Meerdere points in time (vendor dependent) Meerdere points in time
\ HA restart heeft geen volgen voor de sync / k HA restart vraagt om full resync /
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Verschill en meuwMSE er

A Orchestrated recovery

A Dual vCenter oplossing
A SRM is benodigd
A Site balancing wordt lastiger

Al ntroduceeEnablede o
vMotion of Eligible V Ms 0




Zerto Virtual Replication

AZVR = hypervisor replication

AJdournal based versus snapshot based replication
ACross hypervisor replicatie

ARPO ~ 0

AStorage independent

AVirtual Protection Groups
A Consistent point in time
ARecovery plan opties
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DR netwerk aandachtspunten

AStretched L2 netwerk (active/active i stretched)
AZeer flexibel
ASpanning tree, broadcast verkeer

AVerplaatsen L2 netwerk (active/standby)
A Subnet verhuizen
AHandmatig aanpassen routing regels
AKleine(re) subnetten gewenst

AL3 routed netwerk (active/standby)

AIP renumbering
ADHCP
ADNS update
| — ‘
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SRM mét NSX

Universal Logical Switch

vCenter B/ SRM B

Secondary
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SRM mét NSX

AVanaf NSX 6.2
AUniversal logical switch
ACross-vCenter NSX
AGeen spanning tree
AGeen broadcast verkeer
ABetere RTO




Hoe vaak test u uw DR oplossing?
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Voors
AVolledige controle
AVerschillende replicatie opties

AL2 stretched / L3 routed
networking

AKeuze in te gebruiken software
AKeuze locatie
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Tegens

Alnitiéle investering vereist

A Hardware
A Software

AComplex
ABeheer inspanning
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Hoe Is het met vCloud Air?

VMworld 2015: Merger EMC/VMware/VirtuStream Maart 2016: Hernieuwde focus

December 2015: samenwerking ketst af
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VMware vCloud Air - focus

R z Extend your infrastructure

¥\

G =, CI Migrate your datacenter

@ Disaster Recovery as a Service
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VMware vCloud Air - propositie

DedicatedCloud

A Single tenant

A Eigen hardware

A Contract

A L2 netwerk isolatie

A Hybrid Cloud Manager

\

\ A Advanced networking /

—

Virtual Private Cloud

\_

A Multi tenant
A Logische scheiding
A Contract

vCloudAir DR

OnDemand

-

A Pay-as-you-go

A Multi tenant
A Logische scheiding

A Contract
A DRaaS
A Hot standby hardware

Built on vSphere}

A VMware vSphere + vCloud Director is het platform

A HA, DRS, vMotion etc. zijn allemaal beschikbaar
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Maakt u gebruik van public 1aaS?
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VMware vCloud Air DR

AGebaseerd op vSphere Replication

A15min < RPO < 24 uur

APer virtuele machine replicatie
AManagement vanuit vCenter WebClient
AAutomation via vRealize Orchestrator plugin
ATest, DR en failback opties beschikbaar
ADatacenter locaties: Duitsland, UK
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vCloud Air DR

SITEA
ﬂ (PRIMARY)

Dm@D
DOOD
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vCLOUD AIR, SITE B
(RECOVERY)
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Orchestrator

Plugin
Customize automation DR
tasks, then quickly Instance

access and launch
workflows as needed




VMware vCloud Air DR

IPSEC VPN

Domain Network

o EDGE
GATEWAY
VPC ONDEMAND
Test Network (Virginia)

" REPLICATION = m w
PROTECTED
WORKLOADS o

Corp/Recovery
ON-PREMISES Network

(San Francisco, CA) & ﬁ

vCLOUD AIR DISASTER RECOVERY
(Virginia)

EDGE
GATEWAY

e

Domain Network

VPN ENDPOINT

Corp Network
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VMware vCloud Air DR - pricing

Select a Service: Disaster Recovery ¥

Currency: EUR ¥

m Included Resources Price Per Month Price Per Unit

Compute 20GB vRAM, 10GHz CPU €216
Storage & Support 1TB Storage €255
Bandwidth 10Mbps €223
Public IPs Priced per IP (2 included with base)

€0.01/GB/hr

€0.26 /GB/mo

€0.03 /Mbps/hr

€29 each

Direct Connect - Cross 1Gbps €162
Connect
Offline Data Transfer 11TB One time Data Transfer € 238 each
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€1.59/port/hr

€ 238 each




Hoe Is het met SRM AIr?

ANieuw product, geen relatie met SRM
AAdd-on voor vCloud Air DR

ASaas offering - SRM as a Service
AZelfde feature set als SRM

AWellicht in de toekomst support voor on-premisess cenar i 00
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Microsoft Azure Site Recovery

AfEnhancedd ASR beschi kbaar sinds be
AMaakt gebruik van in guest replicatie

ARPO ~ 0 minuten

APer virtuele machine replicatie

AManagement vanuit de Azure interface

AOrchestration engine + replication target

AOn-premises & A on-premises + on-premises & A Azure

ATest, DR en failback opties beschikbaar




Microsoft Azure Site Recovery

Microsoft Azure
Site Recovery

Microsoft Azure
Site Recovery

Communication
Channel
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Scout Orchestration [T,
channel:
InMage
Replication
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Scout
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Microsoft Azure Site Recovery

Microsoft Azure
Site Recovery

Microsoft Azure

Customer 2
Process Server - Used for Config Server - Lised for | Master Target - Used a5 Mobility Service -
Caching, Compression & Centralzed Management a repasitory & for Captures all data writes
Encryption retenbon from memaoty

:USERC®N



Microsoft Azure Site Recovery - Pricing

PRICE FOR FIRST 31 DAYS PRICE AFTER 31 DAYS
General purpose compute: Standard tier
Azure Site Recove ry to customer owned sites Free Offers the most flexibility. Supports all virtual machine configurations and features.
INSTANCE CORES RAM DISK SIZES PRICE
Azure Site Recovery to Azure Free 1 075 i socE €001/
m ' (~€13/mo)
“ 1 1.75 GB 70GB  €0.0759hr
(~€56/mo)
STORAGE CAPACITY tA-GRS
2 3.5GB 135GB  €0.1518/hr
m (~€113/mo)
First 1 TB / Month :0.1012 per GB
4 7 GB 285 GB €0.3036/hr
m (~€226/mo)
Next 49 TB (1 to 50 TB) / Montl m 8 14GB 605GB  €06072/hr :0.0843 per GB
(~€452/mo)
Next 450 TB (50 to 500 TB) / M m 2 14 GB 135GB  €0.2867/hr :0.0759 per GB
(~€213/mo)
Next 500 TB (500 to 1,000 T8) ; [l 4 28GB 285GB 0574 :0.0675 per GB
€1.1469/hr .
Next 4,000 TB (1,000 to 5,000 T 8 26 GB S :0.0632 per GB
Over 5,000 TB / Month Contact us Contact us Contact us
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Microsoft Azure VM SLA

N F alrinternet facing Virtual Machines that have two or more
Instances deployed in the same Avallability Set, we guarantee
you will have external connectivity at least 99.95% of the time. 0

"Availability Set" refers to two or more Virtual Machines deployed across different Fault Domains to avoid a single point of
failure.

"Fault Domain" is a collection of servers that share common resources such as power and network connectivity.

Why is there no Live Migration before host maintenance like we can implement with Hyper-V's Failover Clustering Cluster
Aware Updating (CAU)? Believe it or not, Azure doesn't perform Live Migration. In Microsoft’s opinion, no single virtual
machine should be so important when you're working in Azure; it's all a part of Jeffrey Snover’s outlook on “treating your
servers like cattle, not as pets.” This can prove to be incompatible with some workloads, as you will find out.
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DRaaS

Voors Tegens

AGeen initiéle investering ABeperkte locatie keuze

A Standaard dienst AGeen totale controle

A Simpel A Afhankelijk van de offering
AOpEx model AOndoorzichtige kosten
AOntzorging
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Is DRaaS wellicht voor u een geschikte oplossing?
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Ja, op basisvan VMware  Ja, op basis van Azure Ja, op basis van een Nee, ik blijf bij mijn on- Nee, andere reden
vCloud Air Site Recovery lokale offering premises oplossing
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